]
Computer Networks

A group of two or more computer systems linked together. There are many [types] of computer networks:

e Peer To Peer (workgroups)
The computers are connected by a network, however, there is NOT a Server present.

e Client/Server
The computers are connected by a network, and there is a Server present.

Other Classifications:

e Local-area networks (LANS):
The computers are geographically close together (that is, in the same building).

e Metropolitan-area networks (MANS):
The computers are farther apart and are connected (that is, in the same city).

e Wide-area networks (WANS):
The computers are farther apart and are connected (that is, NOT in the same city).

In addition to these types, the following [characteristics] are also used to categorize different types of
networks:

e Topology : The geometric arrangement of a computer system. Common topologies include
a bus, star, and ring. Hybrids of these are, star bus & star ring.

e Protocol : The protocol defines a common set of rules and signals that computers on the
network use to communicate.

e Architecture : Networks can be broadly classified as using either a peer-to-peer or
client/server architecture. One of the most popular architecture for LANs is called
Ethernet. Another popular LAN architecture for PCs is the IBM token-ring network.

Computers on a network are sometimes called nodes or workstations.
Computers and devices that allocate resources for a network are called servers or file servers.

Internetworking

The art and science of connecting individual local-area networks (LANS) to create wide-area

networks (WANS) , and connecting WANS to form even larger WANS. Internetworking can be extremely
complex because it generally involves connecting networks that use different protocols. Internetworking
is accomplished with routers, bridges, and gateways.

Routing

In internetworking, the process of moving a packet of data from source to destination. Routing is usually
performed by a dedicated device called a router. Routing is a key feature of the Internet because it
enables messages to pass from one computer to another and eventually reach the target machine. Each
intermediary computer performs routing by passing along the message to the next computer. Part of this
process involves analyzing a routing table to determine the best path.

Routing is often confused with bridging, which performs a similar function. The principal difference
between the two is that bridging occurs at a lower level and is therefore more of a hardware function
whereas routing occurs at a higher level where the software component is more important. And because
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routing occurs at a higher level, it can perform more complex analysis to determine the optimal path for the
packet.

Local-Area Network -LAN

A computer network that spans a relatively small area. Most LANSs are confined to a single building or
group of buildings. However, one LAN can be connected to other LANSs over any distance via telephone
lines and radio waves. A system of LANs connected in this way is called a wide-area network (WAN).

Most LANs connect workstations and personal computers. Each node (individual computer) in a

LAN has its own CPU with which it executes programs, but it is also able to access data and

devices anywhere on the LAN. This means that many users can share expensive devices, such as laser
printers, as well as data. Users can also use the LAN to communicate with each other, by sending e-mail or
engaging in chat sessions.

There are many different types of LANSs, Ethernet being the most common for PCs. Most Apple
Macintosh networks are based on Apple's AppleTalk network system, which is built into Macintosh
computers.

The following characteristics differentiate one LAN from another:

e Topology : The geometric arrangement of devices on the network. For example, devices
can be arranged in a ring or in a straight line.

e Protocols : The rules and encoding specifications for sending data. The protocols also determine
whether the network uses a peer-to-peer or client/server architecture.

e Media : Devices can be connected by twisted-pair wire, coaxial cables, or fiber optic cables. Some
networks do without connecting media altogether, communicating instead via radio waves.

LANSs are capable of transmitting data at very fast rates, much faster than data can be transmitted over a
telephone line; but the distances are limited, and there is also a limit on the number of computers that can
be attached to a single LAN.

Metropolitan Area Network - MAN

Short for Metropolitan Area Network, a data network designed for a town or city. In terms of
geographic breadth, MANSs are larger than local-area networks (LANS), but smaller than wide-area
networks (WANS). MANSs are usually characterized by very high-speed connections using fiber optical
cable or other digital media.

Wide-Area Network - WAN

A computer network that spans a relatively large geographical area. Typically, a WAN consists of two
or more local-area networks (LANS).

Computers connected to a wide-area network are often connected through public networks, such as the

telephone system. They can also be connected through leased lines or satellites. The largest WAN in
existence is the Internet.

Topology

The shape of a local-area network (LAN) or other communications system. There are three principal
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topologies used in LANSs.

e Bustopology: All devices are connected to a central cable, called the bus or backbone. Bus networks
are relatively inexpensive and easy to install for small networks. Ethernet systems use a bus topology.

¢ Ring topology : All devices are connected to one another in the shape of a closed loop, so that each
device is connected directly to two other devices, one on either side of it. Ring topologies are relatively
expensive and difficult to install, but they offer high bandwidth and can span large distances.

e Star topology: All devices are connected to a central hub. Star networks are relatively easy to install
and manage, but bottlenecks can occur because all data must pass through the hub.

These topologies can also be mixed. For example, a bus-star network consists of a high-bandwidth bus,
called the backbone, which connects a collection of slower-bandwidth star segments.

Protocol

An agreed-upon format for transmitting data between two devices. The protocol determines the following:
the type of error checking to be used data compression method, if any how the sending device will indicate
that it has finished sending a message how the receiving device will indicate that it has received a message.

There are a variety of standard protocols from which programmers can choose. Each has particular
advantages and disadvantages; for example, some are simpler than others, some are more reliable, and
some are faster.

From a user's point of view, the only interesting aspect about protocols is that your computer or device
must support the right ones if you want to communicate with other computers. The protocol can be
implemented either in hardware or in software.

Architecture

A design. The term architecture can refer to either hardware or software, or to a combination of
hardware and software. The architecture of a system always defines its broad outlines, and may define
precise mechanisms as well.

An open architecture allows the system to be connected easily to devices and programs made by
other manufacturers. Open architectures use off-the-shelf components and conform to approved
standards. A system with a closed architecture, on the other hand, is one whose design is proprietary,
making it difficult to connect the system to other systems.

Media

In computer networks, media refers to the cables linking workstations together. There are many

different types of transmission media, the most popular being twisted-pair wire (normal electrical

wire), coaxial cable (the type of cable used for cable television), and fiber optic cable (cables made out of
glass).

Segmentation
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The act of improving network performance by dividing a single large network into multiple smaller, less
congested LANSs while maintaining connectivity between them. Switches offer an effective segmentation
tool by providing each port with dedicated bandwidth without requiring users to change any existing
equipment such as NICs, hubs, wiring, or any routers or bridges that are currently in place. Switches can
also support numerous transmissions simultaneously.

Segment
In networks, a section of a network that is bounded by bridges, routers, hubs, or switches.
Dividing an Ethernet into multiple segments is one of the most common ways of increasing bandwidth on

the LAN. If segmented correctly, most network traffic will remain within a single segment, enjoying the
full 10 Mbps bandwidth. Hubs and switches are used to connect each segment to the rest of the LAN.

See under polyline.

Polyline

'—-\M

In computer graphics, a continuous line composed of one or more line segments. You can create a polyline
by specifying the endpoints of each segment. In draw programs, you can treat a polyline as a single object,
or divide it into its component segments.

Ethernet
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A local-area network (LAN) protocol developed by Xerox Corporation in cooperation with DEC and
Intel in 1976. Ethernet uses a bus or star topology and supports data transfer rates of 10 Mbps. The
Ethernet specification served as the basis for the IEEE 802.3 standard, which specifies the physical and
lower software layers. Ethernet uses the CSMA/CD access method to handle simultaneous demands. It is
one of the most widely implemented LAN standards.

A newer version of Ethernet, called 100Base-T (or Fast Ethernet), supports data transfer rates of 100
Mbps. And the newest version, Gigabit Ethernet supports data rates of 1 gigabit (1,000 megabits) per
second.

Switched Ethernet

An Ethernet LAN that uses switches to connect individual hosts or segments. In the case of individual

hosts, the switch replaces the repeater and effectively gives the device full 10 Mbps bandwidth (or 100
Mbps for Fast Ethernet) to the rest of the network. This type of network is sometimes called a desktop
switched Ethernet. In the case of segments, the hub is replaced with a switching hub.

Traditional Ethernets, in which all hosts compete for the same bandwidth, are called shared Ethernets.
Switched Ethernets are becoming very popular because they are an effective and convenient way to
extend the bandwidth of existing Ethernets.

Shared Ethernet

The traditional type of Ethernet, in which all hosts are connected to the same bus and compete with one
another for bandwidth. In contrast, a switched Ethernet has one or more direct, point-to-point
connections between hosts or segments. Devices connected to the Ethernet with a switch do not
compete with each other and therefore have dedicated bandwidth.

Hubs

A common connection point for devices in a network. Hubs are commonly used to connect segments of a
LAN. A hub contains multiple ports. When a packet arrives at one port, it is copied to the other ports so
that all segments of the LAN can see all packets.

A passive hub serves simply as a conduit for the data, enabling it to go from one device (or segment)
to another. So-called intelligent hubs include additional features that enables an administrator to
monitor the traffic passing through the hub and to configure each port in the hub. Intelligent hubs are
also called manageable hubs.

A third type of hub, called a switching hub, actually reads the destination address of each packet and then
forwards the packet to the correct port.
e Active Hubs

Hubs that are powered split & actively repeats (rebuilds) signals.

e Passive Hubs
Hubs that are not powered simply split signals.

e Standalone Hubs
Single box-level hubs with a number of ports. Standalone hubs usually include some method of linking
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them to other standalone hubs - either by connecting them together with a length of 10BASES5 coaxial
cable or cascading them using twisted pair between individual ports on each hub.

e Cascading Hubs
Cascading hubs usually include a separate port for linking them to other cascading hubs.

e Stackable Hubs
Hubs that look and act like standalone hubs except that several of them can be "stacked" or connected
together, usually by short lengths of cable. When they are linked together they can be managed as a
single unit.

Bridge

A device that connects two local-area networks (LANS), or two segments of the same LAN.

The two LANSs being connected can be alike or dissimilar. For example, a bridge can connect an Ethernet
with a Token-Ring network.

Unlike routers, bridges are protocol -independent. They simply forward packets without analyzing and
re-routing messages. Consequently, they're faster than routers, but also less versatile.

Router

A device that connects two LANSs. Routers are similar to bridges, but provide additional functionality,
such as the ability to filter messages and forward them to different places based on various criteria.

The Internet uses routers extensively to forward packets from one host to another.

Switch

In networks, a device that filters and forwards packets between LAN segments. Switches operate at

the data link layer (layer 2) of the OSI Reference Model and therefore support any packet protocol.
LANSs that use switches to join segments are called switched LANSs or, in the case of Ethernet networks,
switched Ethernet LANS.

Concentrator

A type of multiplexor that combines multiple channels onto a single transmission medium in such a way
that all the individual channels can be simultaneously active. For example, ISPs use concentrators to

combine their dial-up modem connections onto faster T-1 lines that connect to the Internet.

Concentrators are also used in local-area networks (LANSs) to combine transmissions from a cluster of
nodes. In this case, the concentrator is often called a hub or MAU.

Gateway

A device which is used to connect networks using different protocols so that information can be passed
from one system to the other. Gateways functions at the Network layer of the OSI model.

A Gateway many of the times is simply — Hardware-wise PC with Both Media Device Interface (NIC’s)
and some sort of Software that does the actual conversion of protocols and data packettes.

Multiplexor
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A communications device that multiplexes (combines) several signals for transmission over a single
medium. A demultiplexor completes the process by separating multiplexed signals from a transmission
line. Frequently a multiplexor and demultiplexor are combined into a single device capable of processing
both outgoing and incoming signals. A multiplexor is sometimes called a mux.

Multi-Port Repeater or Intelligent Hubs

So-called intelligent hubs include additional features that enables an administrator to
monitor the traffic passing through the hub and to configure each port in the hub. Intelligent hubs are
also called manageable hubs.
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