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Table 10: Randomness of System Load 

Expected Load Level Standard Deviation 
50.00 X 100 MW 250 MW 

Furthermore, the system load is expected to distribute among load buses widi random load sharing factors, 

the S% standard deviations of load distributing factors cause the P-V curve or the maximum loadability to be 

uncertain. In the example, we assume the fluctuation of real load sharing &ctors is independent with each other, 

and the reactive load has perfect correlation with the corresponding real load fluctuation, i.e., the power factor 

remains constant The resultant randomness of the loadability under different contingencies is calculated in 

Table 11. The randomness of loading maigin, which is the distance between the random maximum loadability 

and the random load level for each contingency, are then given in the middle columns in Table 12. 

Based on the Normal distribution of load margin, we can obtain the probability of collapse under each 

contingency. It is indeed the probability that the random load margin will be less than zero. The results are 

listed in the last column of Table 12. For instance, the probability of collapse over the next hour, for the load 

being 5,000 MW, is therefore only 2.16xI0~^. It is calculated by summing up all the products of collapse 

probability under contingency and the probability of the corresponding contingency, i.e., 

2.16x10"* =0.9999^1.2xI0"'° +4.58x10"' •134x10"^ +4.58x10"' •4.58x10"^ +4.58x10"' •1.61x10"* 

Figure 34 provides plots of collapse probabilities against different expected system loading levels under 

each contingency (including "no outages" case). We also show the total probability of collapse that is the siun of 

the collapse probabilities weighted by the contingency probabilities. 

Table II: Randomness of Loadability due to Uncertain Load Sharing Factors 

Occurrence Expected Standard 
Contingency Probability Loadability Deviation 

(xlOO MW) 
No Outage 0.999 66.86 1.114 
Outage 130-120 4J8e-5 58.05 0.980 
Outage 230-130 4.58e-5 54.51 0.982 
Outage 230-120 4.58e-5 65.11 1.115 

Table 12: Randomness of Load Margin 

Expected Standard Probability 
Contingency Margin Deviation of Collapse 

(xlOOMW) Under Contingency 
No Outage 16.86 2.737 lJ2e-10 
Outage 130-120 8.05 2.685 1.34e-3 
Outage 230-130 4.51 2.686 4.58e-2 
Outage 230-120 15.11 2.737 1.61e^ 
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Figure 34: Probability of Voltage Collapse 

In some cases, one may only consider the uncertainty of contingencies with deterministically known load 

levels and other parameters. The probability of collapse, shown in Figure 35 for our example, is then only 

determined by the cumulative probability of contingencies. It has a similar shape with the total probability of 

collapse in Figure 34, except for the abrupt steps due to discrete probability of contingencies. 

30 *0 so 
0V«etid SyHan lead LMl oc lOOMtW) 

Figure 35: Probability of Voltage Collapse with only Uncertain Contingencies 
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5.4.3.2 Expected Impact of Collapse 

For the impact of collapse, we assume the outcome will be an entire system blackout,̂  as mentioned m 

Section S32.S, where both all the loads and generation units are lost For the considered area, when the system 

load level is at 5,000 VfW or 465 MW in the local area, the expected impact (m load would be S139,500, where 

the rate of cost consequence is unifonnly assumed as $50 per MWhour for a flat expected duration of 6 hours. 

In terms of the cost associated with the generation units, a fixed startup and repair cost is estimated at $156,000 

per generation unit There are three units in the plant of area considered. The expected impact associated writh 

generators is $468,000. The total expected impact of collapse in the local area considered would be around $0.6 

million when system load would reach 5,000 MW (see Figure 36). 

_08« 

sa62 

30 40 50 
Sysm LoM IMI (X lOOMW) 

Figure 36: Expected Impact of Collapse 

5.4.3.3 Expected Impact of No-Collapse 

Under the condition that the voltage does not collapse, there are several possible insecure outcomes when 

the system is exposed to uncertainties such as contingencies, load, etc. The outcomes include the thermal 

overload of transmission lines, overload in transfonners, voltage-out-of-limit on loads, and transient instability 

on generation units. Each insecurity problem has its own uncertainty dependency and impact characteristics. 

The expected composite impact of no-collapse is the sum of all of them. 

It is hard to know just what would happen if we exceeded to system loadability. All we know for sure is that 
it is a very undesirable outcome, perhaps entirely unacceptable under any circumstances. We simply assign such 
outcomes a "large" consequence, so that we are assured of large risk if the outcome becomes likely. 
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5.4.3.3.1 Expected Impact on Lines due to Thermal Overload 

We obtained the risk-flow curves for each transmission line in the desired area. To determine the risk on 

line according to the system operating condition, a power flow is needed to solve for how much MVA flow is 

transferrmg on the line. As described m Section S.4.I, we use the expected system load level as the 

representative of sj^em operating condition, and successively increase it to see how the risk evolves along 

various operating conditions. This procedure can be more easily performed by a Continuation Power Flow.^ 

According to this scenario, the line flows fiom bus #130 to bus #120 are shown in Figure 37 against system 

load levels. The flows on the other two lines in this area are in Figure 38 and Figure 39. It can be seen, in most 

cases, that the line 130-120, which exports most enerigy from the local area to the southern area, is heavily 

loaded, compared to the other two lines. 

As addressed in the component line overload risk study, aU of the three lines have a deterministic 

continuous rating around 400 MVA. Their component risk-flow curves are shown in Figure 31. By the system 

line overload risk assessment, where the system-side uncertainties are considered, the expected overload impact 

on the considered lines are calculated and shown in Figure 40, where the total overload impact in the area is 

represented by the high-lighted curve. 

In Figure 40, the total thermal risk on transmission lines is almost dominated by the risk of line 130-120, 

which makes the 130-120 risk curve is not very visible. This is consistent with the fact that line 130-120 

transfers most of the energy firom the northern to the southern part of the system. 
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Figure 37: Flows on Line 130-120 versus Area Load Levels 

^ One may also perform this overload risk stucty by solving for ordmary power flows in a successive way. The 
Contmuation Power Flow, however, shows the turning point and is more helpful for the vohage risk assessment 
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Figure 38: Flows on Line 230-120 versus Area Load Levels 
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Figure 39: Flows on Line 230-130 versus Area Load Levels 



www.manaraa.com

S2 

Km 230-120 
Rne 130-120 
Rne 230-130 
Total OvoftaadRiBi 

Iff* 

5 40 4 
SyMm LiMd Lnm »lOOMW) 

Figure 40: Expected Impact on Lines 

5.4.3.3.2 Expected Impact on Transformers due to Thermal Overload 

The flows on transformers are obtained in the same manner as used for line flows. Under the occurrence of 

contingencies, the flows on transformer 120-90 and 120-100 versus area load levels are shown in Figure 41 and 

Figure 42, respectively. 

The component risk study on these transformers is given in Figure 32 by the transformer's risk-flow curve. 

All of the three lines have a deterministic rating at 400 MVA. By the system overload risk assessment, where 

the system-side uncertainties are considered, the expected overload impact on the considered transformers are 

calculated and shown in Figure 43, where the total overload impact in the area is represented by the high-lighted 

curve. 

5.4.3.3.3 Expected Impact on Load due to Voltage-Out-of-Limit 

There is an aggregated load bus, bus #130, in the area considered. The voltage levels at this bus according 

to various operating conditions under contingencies are obtained from the Continuation Power Flows in the 

same manner, and at the same time, as the branch flows are obtained (See Figure 44). 

The risk-voltage curve at this bus, obtained from the component risk study on bus loads, is depicted in 

Figure 33. Using the system overload risk assessment, where the system-side uncertainties are considered, the 

expected overload impact on the considered load is calculated by combining both Figure 44 and Figure 33, as 

shoum in Figure 45. The total voltage impact in the area is represented by the high-lighted curve in Figure 45. 

The risk of voltage-out-of-limit is not significant in this case because the local area is a net export area where 

the vohage does not dip too much around generation area (see Figure 44). 
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Figure 41: Rows on Transformer 120-90 versus Area Load Levels 
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Figure 42: Flows on Transformer 120-100 versus Area Load Levels 
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Figure 43: Expected Impact on Transformers 
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Figure 44: Voltage at bus #130 versus Area Load Levels 
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Figure 45: Expected Impact on Load 

5.4.3.3.4 Expected Impact on Generation Units due to Transient Instability 

One generation plant with three units is in the local area we considered. The possibility of fault, such as 

one-phase, two-phase, three-phase and two-phase-to-ground &ult occurs at various locations in the area, may 

cause the units at bus #13 to lose thefar synchronism, and result in tripping units. The expected impact on units 

due to possibility of transient instability is shown in Figure 46. 

SyMm UMd imi. oetOO MW) 

Figure 46: Expected Impact on Generation Units 
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5.4.3.4 Composite Risk 
The composite risk is the sum of 

1) risk of collapse, the probability of collapse times expected impact of collapse, 

2) risk of overload on lines, the probability of no-coUapse times expected impact on lines, 

3) risk of overload on transformers, the probability of no-collapse times expected impact on transformers, 

4) risk of interruption on loads, the probabflity of no-collapse times expected impact on loads, and 

5) risk of transient instability, the probability of no-collapse times the expected impact on units. 

The composite risk, together with all of the above individual risks associated with each power system 

insecurity problems, is shown m Figure 47. '̂ It provides quantitative measurements about how much money is 

going to be lost due to possible power system insecurity, given various operating conditions. For example, when 

the system is operating at the level of 3,000 MW that is almost close to the total system capability, there is a 

composite risk level of $13.75 associated with this operating condition. Among the overall S13.7S of risk, 

$12.69 is because of possible transient instability, around Sl.OS is due to transformer overload, only S0.004 is 

associated with transmission line overload, and almost zero (less than Six I0~^) risk is due to voltage collapse 

and out-of-limit at this circumstance. This is consistent with the &ct we purposely modified the original 

unstressed system to be transient stability stressed system. 

The resultant composite risk has many advantages in its use as a new security mdex. The risk in Figure 47 

gives a quantitative measurement of insecurity for the operating positions. This measurement is based on the 

fimdamental &ctors that determine the security level, specifically event likelihood, consequence, and their 

related uncertainties. Computation of this risk measurement does not require a preliminary specification of a 

specific boundary. As a result, it eliminates the need for the traditional presuppositions necessary for a 

deterministic environment where hard boundaries are determined by worst-case "credible" events. It can 

measure risk both within the traditional security boundary and outside the boundary. It is useful as a decision

making aid in determining operating limits associated with security problems. For example, one might compare 

the risk of the deterministic security limit, given in Figure 47, which is approximately $102 over the next hour, 

with the benefit associated with the loading position, to decide whether it is worthwhile to operate at that level. 

Security has a price. Instead of limiting the operating condition with a significant security margin inside a 

deterministic boundary, the risk suggests a price of insecurity. The risk implies an expectation of future cost due 

to possible insecurity problems. It adds an additional implicit cost to the cost of energy delivered. Figure 48 

plots a marginal risk in the local area with respect to various system's loading positions. For example, it 

Figure 47 is a semi-log plot on risk measurements. The transient instability risk stops at its left end because of 
the property of logorithm where the risk is zero. Another thing we need to be aware of is that the small and flat 
risk close to the bottom of the semi-log plot, represents a very small amount of risk where the truncate error of 
software makes this risk show up on the plot. 
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suggests an expected $0,024 per MWhour of addMonal implicit cost charged for the possibility of losing 

security when the system is running at the level of 3,000 MW. The idea of "Bus Incremental Risk"" can be 

mtroduced to {nice the cost of security at each bus. 

The risk, or tfx expectation of monetaay impacty discussed in this dissertation, however, only provides an 

expectation of fiiture insecurity costs. It does not guarantee that the future outcome will be exactly the same as 

this statistical expectation. More mformation, such as variance of this risk, may be included together with risk to 

make better operating decisions. 

5.5 Summary 

A probabilistic method to compute the operating composite risk is presented in this chapter. The resulting 

risk represents the expected future cost of hybrid power system security problems; transmission line overload, 

transformer overload, voltage collapse, vohage-out-of-limit, and transient instability, based on the information 

from the current operating condition. The risk gives a quantitative measure of security both within and outside 

the traditional security boundary. It is promising in many areas such as power system decision-making for 

operation, security monitoring, and pricing. 

" This comes from the pricing method of "Bus Incremental Cost (BIQ". 
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Figure 47: Composite Risi( of Insecurity 
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Figure 48: Area Marginal Risk 
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6 DECISION-MAKING UNDER RISK 

6.1 Introduction 

6.1.1 Problem Statement 

The electric power industry is shifting &om a regulated vertically integrated business environment with a 

captive market to a de-regulated competitive market environment. This change will result in a profound impact 

on power system operation. It will also require operating criteria to include uncertainty in arriving at operating 

limits. We have seen the uncertainty of market demand and supply, and hence, the price uncertainties in the 

system operation. The methods of risk management that have been used emphasize market trading that focuses 

on the economic aspects. However, the traditional deterministic reliability criteria are still intact, even though 

the essence of reliability is also a decision-making problem under uncertain .̂ 

To maintain system reliability under these uncertainties, certain Innits are required regardless of the 

economic forces behind the markets. The current practice in the electric power industry is to use deterministic 

methods to calculate these limits and keep the system reliable. 

The blame has been expressed by some engineers that the marketer, who is driven by monetary profits to 

use economic risk management, is pushing the engineer to continually reduce the current safety margin and to 

operate systems closer and closer to the deterministic security limits. Today's universal deterministic approach 

to security assessment, however, presents remarkable gaps between the industry trend and the results it 

provides. 

The contradiction between economics and reliability has motivated us to propose an alternative risk-based 

security assessment to chart the system operation and connect power system economics and reliability together. 

With the quantified risk, we are able to control or manage the system with more informed decisions. 

6.1.2 Previous Work 

There are many decision strategies used by modem financial management They are generally classified 

into deterministic and probabilistic criteria. We will describe them in Section 62. 

The dominant strategy used in power system operations is the deterministic criterion as iterated in the 

previous chapters. It belongs to the general strategy of Maximin benefit or Minimax cost criteria. The best 

example of this strategy is the well-known topic of security constrained optimal power flow [85], where the 

benefit is maximized under the constraints that all the N-1 deterministic security limits are satisfied. This 

strategy aims to maximize the minimum benefit induced by the possible maximum cost of insecurity. 

Other strategies can be found in [87] and [88] where the "Minimax Regret" criterion is proposed for power 

system reliability management 
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6.1.3 Our Approach 
We will introduce several basic strategies mainfy used in financial man^ement into power system 

opaadons. For different decision-makers under various situations, different strategies may be used. However, 

the ultimate goal is to make more informed decisions. Although all the strategies, both deterministic and 

probabilistic criteria, are useful, we believe the probabilistic decision-making strategies based on quantitative 

risk assessment provide a distinct advantage over deterministic methods in that they provide a framework for 

using available informati<m and measure the uncertainQr of the available information. These advantages result in 

more informed decisions. 

In Section 6.2, we describe a number of general decision-making strategies. From this description, one may 

observe how a deterministic strategy relates to other strategies that make use of probabUistic characterization of 

information. This descripticHi offers a framework under which risk-based security assessment may be used in 

practice, which is the primary goal of this chapter. In addition. Section 63 outlines how one of these strategies, 

the decision-making method using expected monetary values, may be employed using risk-based seciuity 

assessment and Section 6.4 provides some illustrations. 

6.2 General Decision Strategies 

6.2.1 Decision-Making with No Prior Distribution (Deterministic Criteria) 
The first type of decision-making is characterized by completely ignoring any probabilistic characteristic of 

the problem. Among them, the maximin or minimax criterion is the most common criteria. 

6.2.1.1 Maximin or Minimax Criterion 

The Maximin Criterion suggests to "examine the minimum gain associated with each action and then take 

the action that maximizes the minimum gain. This is a pessimistic criterion that directs attention to the worst 

outcome and then makes the worst outcome as desirable as possible." It is also called the Minimax Criterion, "if 

the outcomes of the action are stated in terms of loss or disutility then one minimizes the maximum loss"[86]. 

A simple example as in Table 13 where SI and S2 are two possible states of nature, AI through A3 are 

three actions, the numbers listed in the table represent the gain of each action for the outcome when a state of 

nature occurs. By this example, we decide to take the action A2 because it has the largest minimum gain (least 

maximum loss) compared to other actions. 

Table 13: Maximin Criterion 

AI A2 A3 
SI 0 8 20 
S2 30 18 0 

Mhumumgain 0 8 0 
Maximin wBfmBKSmBBarn 
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6.2.1.2 Minimax Regret Criterion 
A second strategy, Minimax Regret" suggests the application of the minimax criterion, which seeks to 

avoid "hurt", to a "regret" table. The regret table is created by the foUovdng rules. "If the decision maker takes 

an action and the state of nature occurs for which the gain is largest for this action, then he/she will have no 

regret. However, if he/she takes an action for which the gain is not the largest, and that same state of nature 

occurs, then he/she will have a regret of the difference between the largest gain and that which he/she 

receives"[86]. This strategy is iUustrated in Table 14 and Table IS, where the largest gain is obtained from 

Table 14, and the regret table is computed in Table IS. 

Table 14: Maximum Gains 

Al A2 A3 
SI 0 8 20 
S2 30 18 0 

Table 15: Regret Table and Minimax Regret Criterion 

Al A2 A3 
SI 20-0=20 20-8=12 20-20=0 
S2 30-30=0 30-18=12 30-0=30 

maximum regret 20 12 30 
mmimax 

6.2.1.3 Hurwicz a Index Criterion 

Hurwicz suggests an application to "examine some weighted combination of the maximum and minimum 

gain and then take the action which has the most desirable weighted value. The weights a and 1-a are numbers 

between zero and one" [86]. An example with a=% is illustrated in Table 16. 

Table 16: Hurwicz a Index Criterion 

Al A2 A3 
SI 0 8 20 
S2 30 18 0 

a index %*0î *30=75 X»8+K»18=103 *»0+%«20=S.0 
maximum 

" This concept was also discussed in [87] and [88] for applying to power system planning. 
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However, no one has suggested empirically obtaining die a with decision makers; "but if someone feels 

that the Hurwicz index characterizes his criterion, the burden of proof is upon him" [86]. 

6.2.1.4 Laplace Criterion 
This criterion is based on the assumption diat ail possible states are equally likely, that is, it calculates the 

flat average gain for each action and takes the acdon widi the largest average gam. An example is shown in 

Table 17. 

Table 17: Laplace Criterion 

A1 A2 A3 
SI 0 8 20 
S2 30 18 0 

Average gain (0+30y2=15 (8+l8)/2=l3 (20+0)/2=10 
maximum 

6.2.1.5 Selecting a Criterion 
Each of the above criteria ignores the probabilistic nature of states. However, there is an implicitly fixed 

prior distribution^. So a criterion and its resulting action are optimal only if they are the best against this prior 

distribution. This implies that "our first step in solving the decision-making problem is to search a suitable prior 

distribution which depends upon the information that we possess conceming the states of nature" [86]. This 

results in a further class of decision-making criterion, i.e., decision-making with prior distribution. 

6.2.2 Decision-Making with Prior Distribution 

One might argue that the decision-making ignoring the probability of the states of nature is not suitable. An 

alternative is the decision making with a prior probability distribution which is "characterized by the decision 

maker having either partial or complete knowledge of the probability distribution on the state of nature"[86]. 

This type of decision-making under uncertainty can be viewed as including a probability distribution to obtain 

the maximum expected value of gain. 

6.2.2.1 Probability Functions 
E*robability frmctions are vital in every decision problem under uncertainty. There are three ways to 

determine the prior probability functions. They are logical, empirical, and subjective [86]. 

• The logical approach determines the probability of an event by considering the logical possibilities. Take 

an event that an ideal coin when flipped will turn up heads as the example; its probability is 

^ It wUl be explained in Section 6223. 
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^ti^Heads)-Ml since there are only two outcomes and the result will either be, heads or tails, and the 

coin isideaL 

• The empirical approach to developing a probability function consists of considering the frequency ratio 

from a large number of trials, i.e., number of observations divided by the number of trials. However, only 

after repeated observations can we speak of the empirical probability functions. 

• The subjective approach is to assign subjective values to the probability of events. It takes account of a 

certain kind of numerical measure of s(Mnebody's opinion. 

"The difference between logical, empirical, and subjective probabilities comes down to a mere difference 

of interpretation as to the source of the probability statement''[86]. It is believed that this distinction is an 

important philosophical point But when it comes to solving decision makers' problems, it is believed the 

recognition of the use of the calculus of probability is more important than the origin of the probability 

statement, because any prior probability can be revised in the face of new evidence and experience. 

6.2.2.2 Maximizing Expected Value 

It can be argued that choosing the action or strate^ with maximum expected utility value is a reasonable 

criterion of choice. Given the utility fimction, "a decision maker's preferences among risky prospects''[86], we 

can solve the decision problem by maximizing expected utUity. We assume utiliX) as a utility function. It can 

be expressed by the sum of functions in powers of (X-C), using Taylor's Series expansion, where the constant 

C is the expected value EiX), which is the expected value of gain given an action A. We obtain 

Equation 38 : Taylor's Expansion of Utility Function 

mikxIA ) = tail(Em)* (jr -

Taking the expectation of the above equation, since E{x - EiX))=0, we obtain the expected utility of the 

action A, which is 
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Equation 39: OecompositioD of Expected Utility under Action 

euiA) = E{tailiX\A)) 

where o-^ = e(X - E(X)Y is the variance of the distribution of X, gi= E{X - EiX^f is the skewness of the 

distribution, and = E{X -E{Xif is the kurtosis. 

Equation 39 gives the expected value of utility in terms of the moments of the distribution and the 

derivatives of the utility fimction. For example, if the outcomes of an action are distributed normally, only the 

first two terms are significant, since the Normal distribution has only two moments, i.e., mean and variance. 

This assumption leads to a Mean-Variance analysis [89] of the decision choices. 

While maximizing expected utility is the general choice criterion, it was however, argued in [86] and [90] 

that maximizing expected monetary value is equivalent to maximizing expected utility with continuous repeated 

decisions in the long run. 

To illustrate this point, the example from Section 6.2.1 is used, and a probability distribution is attached to 

each possible state of nature under each action. The result is shown in Table 18. The gain for each action under 

various uncertainties is given as a monetary gain. 

Table 18: Maximizing Expected Value 

Pr(S,|/<,) Pr(5,M,) ^2 Pr(S,M,) •^3 
0.5 0 0.8 8 0.8 20 

52 0.5 30 02 18 0.2 0 

expected gam 
maximum 

15 10 16 
16 

6.2.2.3 Relationship between Decision-Making with Prior and without Prior 

Probabilities 

Each of the deterministic criteria in Section 6.2.1 is equivalent to the decision-making with a subjective 

prior distribution [86]. For example, the maximin criterion expresses the belief that the probability of the 

possible states depends on which action is chosen, that is, for any action the worst possible state will occur with 

probabUity one. This claim is illustrated in Table 19. 

A similar conclusion can be drawn for the Minimax Regret, Hurwicz a, and Laplace Criteria. A decision 

maker using deterministic decision strategy is actually subjectively betting the occurrence of a particular 

situation. 
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Table 19: Maximiii Criterion vs. Mazimam Expected Valne 
o 

Ml) Pr(5,M,) A2 
1 0 I 8 0 20 
0 30 0 18 1 0 

minifnuin gqin 0 8 0 
maxmun mm 

expected gain 0 8 0 
maximum mm 

6.2.3 Decision-Making with Posterior Distribution 

"This type of decision making problem is characterized by the possibility of obtaining additional 

information or data before a decision is rendered''[86]. The decision is then made between the available actions 

by finding the maximum expected value for each action, with the posterior probabilities which are the revised 

prior probabilities. 

6.2.3.1 Obtaining Posterior Probability 

The information we get is not perfect or is not possible to perfect in regard to predicting which state of 

nature will occur and what the probability fimction is. The prior distribution used in computing expected value 

may not be perfect even though we try to make it perfect according to the information and experience we 

possess. 

With the historical experience of states of nature, we have a collection of data, for instance, the wind speeds 

Z, 's under various weather conditions. According to these data, we can have a conditional probability of 

obtaining an information when a state occurs, i.e., Pr(Z^ 15^). In this case, we can get the probability of wind 

speeds when a thunderstorm occurs and when there is no thunderstorm by the empirical approach described in 

Section 6.2.2.1. An example is listed in Table 20. 

Table 20: Conditional Probability of Wind Speed under Various Weather Conditions 

Low Medium High 

^2 
0.7 02. 0.1 

5^2 0.5 03 0.2 

We assume the uncertain states of nature, e.g., thunderstorm, have a prior distribution P t (S , ) ,  say 

Pr(5|) = 0.7, Pr(52 ) = 03. It indicates the probability that a thunderstorm will occiu' is 0.7. These probabilities 

could be obtained by an empirical approach based on previous experience, or even by subjective judgement 
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Our objective is to obtain a refumi probability function for the uncertain states of nature given additional 

observed information. To compute the posterior distribution with additional observed information, Bayes' 

foimula [14] is used to revise the priw probability distribution. 

Equation 40: Bayes' Formula in Computing Posterior Proimbility 

PKS,)xPr(Z,|5,) 

Pr(S,)xPr(Z, |5,)+Pr(S2)xPr(ZJS2)+... 

Thus, if a medium wind speed (Z2) happens to be read at a tone, the new distribution or posterior 

probabUity distribution would be: 

Equation 41: Example of Posterior Probability 

Pr(S, IZ2) = ^  ^  o  
0.7*0J2 + 03»0J 

Pr(S2|Z2) = OJ^OJ ^ 
^ 2 1  2 '  0 . 7 » 0 . 2 + 0 3 * 0 3  

Note that the observed data Z2 (observed a medium wind) modifies the prior probabilities, Pr(5|) from 0.7 

to 0.609, and Pr(52 ) from 0.3 to 0391. In this case, we update our prediction of thunderstorm with probability 

0.7 to a lower probability 0.6, when we observe the wind speed is not high. This procedure can be continuously 

repeated to refine the prior distribution, as long as more data is observed. In this manner we continue to build on 

our experience and make better decisions under exposure to the uncertain world. 

6.2.3.2 Decision-Making under Posterior Distribution 

To maximize the expected value is the decision strategy under the posterior distributions. In this process, 

the prior probability in Section 6.22.2 is continually refined by observing additional information. 

6.3 Power System Decision-Making under Risic 

There are several ways to deal with the power system seciuity under risk. We have seen a fruitful history 

and experience in applying deteraiinistic approaches to avoid risk. We would not discuss the deterministic 

decision-making strategy used in power systems. Rather, we propose several probabilistic decision-making 

schemes based on the risk assessment developed in the previous chapters. 

In accordance with the definition of the degree of risk provided earlier, the strategy here is based on 

expected monetary value under either prior or posterior probability functions. Generally, as explained in 
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Section 6J22J1, maximization of expected monetary value may not be sufficient in managing risk under 

dififeient personal utility fimctions. More variables, such as variance and even skewness, may be added to the 

decision-making schemes. Based on Equation 39, one should not have difficulty in adding more terms and 

constructing mote strategies^ using the generalized expccted utility value. 

6.3.1 Operation with Risk Restrictions 

A brute force approach using the quantitative risk assessment is to determine operating limits by a [He-

defmed acceptable risk level. In other words, we limit our operating conditions such that the risk, the expected 

value of possible cost consequence, is bounded within a limit For ocample, it can be used to determine a 

thermal rating based on component risk analysis of a transmission line. For the system operation, there are 

several other ways to apply this criterion. 

6.3.1.1 Security Constrained Optimal Power Row 

The strategy is the same as the ordinary security constrained optimal power flow (OFF) [8S], i.e.. 

Equation 42 : Security Constrained Optimal Power Flow 

max RevenueCJT | y4)-Cost(Jf | A) 
SJ .  

Postcontingency Flow < FlowLimit 

Postcontingency Voltage e VoltageRange 

other pre-determined limits 

The key point here is that all the constraints to this optimization problem are pre-determined or 

deterministic as we see the existing security limits. However, those limits can be determined either 

deterministically or probabilistically. As we develop the two-tiered risk assessment in previous chapters, these 

limits can be determined by the "component" risk assessment applied to a pre-defined risk level. Each 

individual supplier, transmission owner or distribution company, may define their own acceptable risk level for 

determining the post-contingency flow and voltage limits. The manner in which this optimization problem is 

solved is identical to the conventional OFF. 

This scheme is suitable for each individual to determme their own decision criterion, greedy or 

conservative, according to their own utility fimctions and preference to the risk. Meanwhile, the methods in 

coordinating the system-wide security level are the same as those presently used in the industry. The system 

security can be maintained by the transaction curtailment through existing congestion management approaches. 

" One may seek to maximize the expected monetary value with minimum or pre-defined variance. 
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6.3.1.2 Risk Constrained Optimal Power Row 

Unlike the ordinaiy security constrained OPF, if each individual does not provide the operating limits 

according to their mdividual preference, die system security coordinator could have the opportunities to 

dispatch the system such that the "system" risk is within a pre-defined level. The operation strategy is then. 

Equation 43: Risk Constrained Optimal Power Flow 

max Revenue(X| A)-Cost(X 1 A) 

sJ. 

Risk(X I A) < RiskLimit 

where Risk{X \ A) is the risk of an operating condition given a control action A, that is the expected monetary 

cost consequence associated with the operating condition. 

In this case, each individual transfers the decision-making problem to the system security coordinator not 

by defining their operating limits according to their individual risk level. Rather, they provide their component 

risk assessment to the central security coordinator such that the coordinator can maneuver the system on behalf 

of limiting the entire system within a risk-based security boundary. The transferred information consists of risk 

versus loading level for each component, as illustrated in previous chapters of this dissertation. 

This scheme is suitable for the system where all the individuals have the same preference to the risk such 

that the system security coordinator can apply a uniform scheme limiting the system risk, and identifying the 

risk allocated to each individual. However, the allocation of system risk to each individual may not be uniform. 

This may be used in the system curtailment when the system security is the predominant objective. 

6.3.2 Operation with Expected Monetary Value Maximization 

The more greedy strategy is to release all the security constraints and to maximize expected monetary value 

under either prior or posterior probability functions. 

Equation 44: Maximizing Expected Monetary Value 

max Profit(X 1 A) - Risk(X | A) 

where Profit(X | A) = Revenue-Cost is the (expected)^ profit of the operating condition by the action A. 

^ We generally believe the benefit is uncertain according to some exogenous variables, such as market prices. 
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The first order condMoa of this maximization problem is simply "marginal profit equals to margmal risk", 

which is similar to the common sense of economics, "marginal revenue equals to the margmal cost", when 

maximum profit is reached. 

Equation 45: First Order Condition of Decision-Making under Risic 

aProfit(X|A) ^ aRisk(X|A) 
SA ~ 5A 

To reach the expected optimum of an uncertain situation. Equation 45 suggests the selection of a position 

(or an action) where its marginal risk is equal to the marginal profit For example, a transmission owner may 

choose a limiting flow where the marginal risk of overload with respect to an additional flow is the same as the 

expected marginal profit of the additional flow. 

To solve for this optimization problem, both mathematical and market-based approaches could be used. For 

the market-based solution, the security coordinator calculates the marginal risks against additional market 

actions, for example, marginal risk against an additional transaction amount These marginal risks can be used 

as a pricing signal to adjust rather than restrict the behavior of market players such that the free market will 

reach its optimal equilibrium by the participation of individuals. Since the real commodity trading price 

includes a security price obtained from an expectation, the extra revenue collected through the security price is 

transferred to the risk takers, or used as an insurance to cover the possible cost in case the real impact of 

insecurity would occur. 

6.4 Illustrations 

It is reasonable that each decision maker may apply different decision criteria to make his/her individual-

dependent decisions. Even though in a case where the criteria used are the same, the tolerance level of risk may 

still be different In this section, three examples using risk assessment are given to illustrate the possible 

application of risk in power system decision-making problems. The applications by no means are exhaustive, 

instead they are more focused to "fit" the risk into the present deterministic tradition in order to act as a possible 

transition to the future. 

An application of component risk assessment is given for a transmission line to determine its line ratings. 

These ratings can be directly used to determine the existing deterministic security analysis. The same approach 

can be applied by the distribution company to determine its voltage limits for each load bus by the component 

voltage risk assessment approach. An application of composite "system" risk assessment is given for a security 

coordinator to determine maximum transaction amount or its curtaihnent in case the composite risk level would 

be violated. A third example is to use marginal risk to price the system congestion under the competitive 

environment 
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6.4.1 Determining Ratings Based on Risk Analysis 

Three ratings commonly used for ACSR overhead conductors are normal, long-time emergency and short-

time emergency ratmgs [28]. In this section, we describe how these ratings are determined under the risk-based 

approach. 

6.4.1.1 Normal (Continuous) Rating 

Thermal rating of a transmission line specifies a maximum amount of current diat ensures the risk will 

remain within a prescribed level. Based on the risk calculation for continuous line loading, normal rating is the 

continuous current that has the risk level, one is willing to accept. 

We assume the chosen deterministic normal rating to be acceptably safe. This guideline is used in this 

dissertation to give a reference risk level to determine the thermal ratings. One may choose a higher level of risk 

if the expected benefit is recognized to significantly exceed the additional risk. 

As the example in Section 3.4 shows, the continuous rating, obtained directly from the component thermal 

risk study in Figure 11, depends on the prescribed risk level. If one would accept a risk of 0.01 (which means 1 

percent of the cost to re-conductor this circuit, or equivalently, I percent of the life loss compared with the 

designed one), then the continuous limiting current would be 1028/4. This risk is about 2 times as high as that 

incurred when the deterministic limit of 992^ is used. 

6.4.1.2 Long-Time Emergency Rating 

We determine the long-time emergency (LTE) rating as the current level that will incur the same risk under 

the shorter duration as the normal rating under continuous operation. We call this the Equal Risk Criterion [37]. 

The LTE rating is higher than the normal rating, not because of a higher maximum allowable temperature, as in 

the usual way to determine the line ratings ([29], [39]), but because the limited overload time used in the LTE 

rating calculation, relative to the continuous overload time used in the normal rating calculation, results in a 

much reduced overload impact This fact allows that the LTE rating will be computed for any duration less than 

the remaining conductor life (days, weeks, months), and the resulting rating will be higher than the normal 

rating, while the incurred risk will be the same as that of the normal rating. 

Since the risk of deterministic continuous rating is implicitly accepted, the same amount of the risk 

associated with the temporary overload should also be acceptable. This is the so called the "equal risk criterion" 

which is used to decide the long-time and short-time ratings. Based on this criterion, one may guarantee that the 

temporary ratings are as safe as the deterministic continuous loading in the sense of expected monetary cost 

The long-time ratings can be determined by the iso-risk contours as shown m Figure 49. The contour 

represents a locus of combination of loading level and its duration where the risk level is the same. The LTE 

rating is 1225^ for the same risk level as the continuous one. The LTE ratings are useful during system 

recovery or for short-time energy exchange. 
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Figure 49: Determining Long-Time Emergency Rating under Risk 

6.4.1.3 Short-Time Emergency Rating 

We also use the equal risk criterion in determining the Short-Time Emergency (STE) rating. Here, the STE 

rating is also higher than the normal rating because of the much-reduced impact of overload. Furthermore, it is 

higher than the LTE rating because the dynamics of conductor temperature are effective in this time frame and, 

for the same current level, the one-hour temperature level is always lower than the steady state level that is used 

for LTE and normal ratings. STE rating (within 60 minutes), also based on the equal risk criterion, ranges 

between 1225A and over, as indicated in Figure SO. This would be useful during emergency periods and short-

time security assessment. From Figure SO, the deterministic IS-minute STE rating goes beyond the risk-based 

rating. That means operating on this deterministic STE rating for IS minutes does not ensure the same safety as 

the normal loading. It will result in a higher expected cost. 

6.4.2 The Risk Restriction Used in System Operation 

Another application of risk may be for the transaction or load curtailment under a congestion management 

One practice of current congestion management is to cut the proposed load when the deterministic security 

criteria are violated. As an example, we take a simple one-dimensional illustration of the load curtailment to 

illustrate use of the criteria rather than how to optimize the allocation of curtailment. A security coordinator 

could pre-define an acceptable composite risk level according to the requirement of a standard." We propose 

that this level of risk should be maintained throughout the system operation. 

" Such a standard has not been available so &r. 
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Figure SO: Determining Short-Time Emergency Rating under Risk 

As in the current congestion management, system transactions have to be curtailed in case the security is 

violated. The difference between risk-based congestion management and the current deterministic curtailment is 

that the system's operating boundary is determined by a limit on the composite risk rather than by limits on 

flows and voltages. As in the example in Section S.4, we first illustrate how the traditional security boundary for 

the system load level is determined by the deterministic criteria: 

• The pre-contingency flows in the desired area should be less than their normal ratings. The limit of 

system load is determined as 3600 MW according to Figure 37,33,34,36, and 37. 

• The post-contingency flows in the desired area should be less than their short-time emergency ratings. 

The limit is determined as 3800 MW for the system load level according to the same figures as above. 

• The bus voltages should be maintained within 5% of their normal level. The system load limit is 

determined as S600 MW according to Figure 44. 

• The system is voltage stable. The limit is determined as 5400 MW. 

• The system is transient stable. The load level limit is 2050 MW. 

Following the traditional decision-making practice, then, the deteraiinistic security boundary for the system 

load level is obtained as 2050 MW without any discount of safety margin. If 10% safety margin is required, the 

limit is then only 1845 MW. If the proposed schedule would exceed this level, the security coordinator has to 

curtail some amount of load such that the maxfanum of 1845 MW is maintained. However, the coordinator will 

not find it easy to justify the reduction of risk of insecurity caused by the curtailment of loads, since there is no 

quantification of risk. 

The risk assessment gives the security coordinator a chance to review the reduction of risk and further aid 

in deciding how much the load is worthwhile to curtaU. If, for example, die considered area would like to accept 
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average SI per hour risk of msecurity as its Ihnit of risk, then the system load could be lifted to 2200 MW 

accordmg to the composite risk plot m Figure 47. Depending on a standard or an agreement on the acceptable 

risk level that the system can tolerate, the operating limit can then be determined. 

6.4.3 Pridng Congestion by Marginal Risk 

A further extension of die idea of risk cap could be an application of marginal risk. In contrast to the 

traditional security limit, the area faces an increase of risk of $1.0-S0.2=$0.8 per hour for the 3SS MW increase 

of transactions in the example of Section 6.42. If this 19% (3S5/1846) increase of transaction does increase the 

profit of the area by S0.8 per hour, it may be of interest to this area in lifting the load by 19% since the 

additional profit is expected to cover the additional risk. We have proposed to use the marginal risk as the 

price of congestion m Section S.4J.4. The risk, calculated in this dissertation, represents the expected cost 

consequence because of possible insecurity of power system given the current operating condition. As we did in 

the example in Section 5.4 J.4, the marginal risk, which is the first derivative of the regional risk against the 

system load level, '̂ represents the incremental monetary risk if an increment of load is demanded at the current 

load level. In other words, to trade one additional unit of electricity at the anient system condition, the local 

region is facing a risk to lose extra amount of money due to possible insecurity problems within this region. To 

cover this amount of "expected" loss, the local area needs to charge all the market players by the corresponding 

incremental risk. Because the marginal risk varies along the operating condition, this charge of congestion will 

be different under various system conditions depending on the potential of losing security. The plot in Figure 48 

indicates that this amount of charge increases when the system is more stressed by the demand. This pricing 

signal provides an incentive to market players that they will be charged more due to possible insecurity 

problems if they utilize facilities in a critical region or corridor. The revenue collected from the congestion price 

will either go to the risk takers, such as transmission lines, distribution loads, and generation units, depending 

on allocation of the composite risk, or it will fund an insurance to cover the "real" impact instead of "expected" 

impact in case a contingency occurs. 

6.5 Summary 

Both deterministic and probabilistic criteria used in the decision theory are introduced in this chapter. The 

quantitative probabilistic criteria provide informative strategies other than deterministic criteria. Instead of 

applying deterministic strategies in the power system operation, probabilistic criteria based on risk assessment 

may be used in various power system decision problems. 

A cross marginal risk, which is the first derivative of the local risk against the external load level, can be also 
calculated to represented the security nnpact of the external players to die local area. Furthermore, a marginal 
risk of a specific security problem, for instance, overload risk on a line, with respect to individual buses (a "bus 
incremental risk") can be treated as a "spot" congestion price on that line for each system injection. 
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7 CONCLUSION AND SUGGESTIONS FOR FUTURE WORK 

7.1 Contribution of This Woric 

An integrated method has been developed that allows risk-based securiQr assessment in an operating 

environment considering any type of security problem. The method explicitly calculates the risk of an operating 

point and permits more informed operating decisions. 

A two-tiered in&astructure has been developed to assess the risk of system operation: "component" and 

"system" risk assessment. Each approach encapsulates its own detailed statistical data and models within its 

analysis such that the entire risk assessment can be achieved modularly. The component assessment of risk of 

overioad provides a risk-flow curve for each individual line or other serial equipment, the system assessment, 

however, quantifies the system-wide overload risk by considering the system-wide disturbances. The 

component assessment of voltage risk provides a risk-vohage curve for each bus which enters the system 

voltage risk assessment 

Two most important and universal security problems: transmission line thermal overload and voltage 

insecurity, are quantified by their expected monetary cost consequences. Both are decomposed into 

"component" and "system" assessment. 

A method to compute risk of transmission line thermal overioad is developed to quantify the monetary 

impact of loss of life and loss of clearance incurred by transmission lines. 

A method to compute probability of voltage collapse by loading margins is developed. It is used to assess 

the risk of voltage collapse. In addition, the risk of voltage-out-of-limit without collapse is also quantified for 

any operating point Both characterize the risk incurred by end-users under possible voltage problems. 

A composite risk index for power system security is provided. The system operator can be informed by this 

composite risk including risks of transmission line overload, transformer overload, voltage collapse, voltage 

out-of-limit and transient instability. 

The risk assessment developed in this work leads more informed decision-making in operating power 

systems. Several decision schemes are given in this work by relating both component and system risk to various 

steps of system operations, from equipment rating determination to pricing in the marketplace. An example of 

applying component risk assessment is given by determining line ratings by "equal risk criterion" and an 

example of applying system risk is given by pricing power system security using "marginal risks". 

Finally, the risk charts both traditional and intact regions of power system operation. It acts as a bridge to 

enable system operators to balance system security with economics to meet the needs of Ae competitive 

marketplace. The index developed captures the notion of reliability and associates with it an economic cost in 

terms of dollars. 
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7.2 Suggestions for Future Work 

In this work, a method to perfonn risk-based security assessment in the operating environment is 

developed. To make this research accepted by industry, and eventually an mdustry standard, more work needs 

to be (tone. 

Work needs to be done in both probability and impact evaluation. We need a better estimation of 

probability fimctions for all the uncertainties. The posterior probability approach may be an effective way to 

refine die existing probability fimctions. Also, we need a more comprehensive and detailed estimation of impact 

of each insecurity problem. 

An industry standard for applying probabilistic approaches in power system operation is needed. 

Work from the risk assessment of this research can be extended as follows: 

• security constrained optimal power flow (OPF) 

As illustrated in Section 6 J. 1.1, one can use detailed risk-based component rating analysis to determine 

the limits for conventional optimal power flow method. 

• risk constrained OPF 

In contrast to security constrained OPF, the limitation of optimization problem becomes the system-wide 

composite risk. 

• congestion management 

The risk assessment is helpfiil for alleviating the network congestion and allocating the corresponding 

responsibilities. 

• risk-based security boundary 

Given a risk restriction, an operating boundary can be determined for guiding the system operation. 

• risk-based preventive and corrective control 

Under the risk-based environment, the preventive control becomes a way to mitigate the risk, while, the 

corrective control is to restore the system to an acceptable risk level. The control schemes may be 

optimized by obtaining the sensitivity of risk against desired control variables. 

• decision-making under risk. 

As indicated in Chapter 6, diere are many general strategies for decision-making. Under various situations 

and preferences, different criteria and the way to use them may be applied. For example, meanrvariance 
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analysis makes a tradeoff between expected value and variance;^ a confidence interval gives a range 

where the random true cost is located. 

• Risk-based market pricing 

Pricing the network securiQr is getting more and more attention fiom the market environment The 

marginal risk method may be used to provide both discriminative and non-discriminative price signals. 

• value of mformation 

The expected monetary vahie based on posterior probability provides an additional value to the one based 

on the prior probability. This additional value becomes the value of the additional information for 

obtaining the posterior probability fimctions. 

• other aspects of security problems 

They include such as oscillatory instability and effects of protection actions. 

^ The variance can be obtained by methods used for expected value except for different calculation formula as 
listed m [IS]. 
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